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Introduction 

The 21st century is characterized by its highly digital lifestyle. The internet is flooded with               

information and is opened for citizens to access. Among all, social media is one of the most accessible                  

and frequently used networking platforms: an estimated 2.65 billion people were using social media              

worldwide by 2018, and the number is predicted to further increase to almost 3.1 billion by 2021.                 

However, social media is often accused of being a site of frauds: it has been reported that most frauds                   

tend to happen on Whatsapp and Facebook, followed by Twitter and Instagram. In fact, studies have                

shown that approximately 53% of all logins on social media are fraudulent and 25% of all new accounts                  

are fake. There is no reported significant correlation between gender and age and the number of victims                 

from social media frauds, but fraudsters conduct sophisticated calculations to target specific groups             

which they believe could increase their success. Victims of social media frauds are not limited to                

consumers: businesses, industries, and merchants are also vulnerable. 

There is a variety of purposes of frauds. While some are for their own interests or intensions,                 

monetary purposes take a big part of frauds on social media. The major types of social media fraud                  

include the following: E-commerce scam, investment scam, and imposter scam. 
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Caption 1: Main types of social media frauds, main reported social media platform, and vocal authorities on 

social media in several countries 

 

Definition of Key Terms  

Social media 

Social media refers to all platforms that enable people to share content quickly in real-time. The 

definition is not limited to applications in mobile phones but all devices that can function for this purpose, 

which includes computers. Social media can be further broken down into several categories: social 

networks, bookmarking sites, social news, media sharing, microblogging, blog comments and forums, 

social review sites, community blogs, etc.  

Fraud 

Fraud refers to criminal actions that deceive others for personal or monetary gains. Thus, it 

always includes a false statement, misrepresentation, or deceitful conduct. Fraud is covered by both 

criminal and civil laws, with the primary difference of who files the legal case. The standard of proof for 

civil lawsuits is lower, and punishments are often restitution and monetary damages. In the criminal 

context, however, fraud must be proved “beyond a reasonable doubt,” in which a defendant may be 

sentenced to jail or probation and fines if convicted of the crime. 

Authorized push payment fraud 

Authorized push payment fraud involves the transfer of money conducted directly by victims. 

Victims are deceived by fraudsters for fake goods or services, in turn completing payments that are 

usually irrevocable. The opposite case is called an unauthorized transaction, in which payments are 

made without the victim’s authorization. Unauthorized transactions can occur in situations such as losing 

a card and a card data being hacked. 

Card-not-present fraud (CNP fraud) 

Card-not-present-fraud (CNP fraud) is a type of fraud that occurs without a physical card being 

handed to the merchant. It is most prevalent on payments conducted through the internet, but it also 

involves payments completed on the phone, mail, and fax. CNP fraud is responsible for massive loss of 

money from merchants. A chargeback, returning the money to the payer, occurs once the fraudulent 

CNP transaction is reported. The opposite case, card-present fraud (CP fraud), requires a face-to-face 

transfer of money using a physical card that is stolen, fraudulently duplicated, etc.  
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Background Information  

E-commerce fraud 

There are some characteristics common for E-commerce sites that are created for the purpose of               

frauds. For example, they offer goods with extremely low prices in order to lure their customers, or are                  

created very recently. Fraudsters are often very intelligent in terms of avoiding the authorities: they               

sometimes disguise themselves as victims, or continuously transfer to different physical locations.  

With social media platforms such as facebook and instagram allowing third parties to sell              

products directly sell users, social media is often the site of these frauds. Fraudsters first claim                

themselves to be genuine sellers. Consumers who have been deceived in turn receive products in               

significantly lower quality, or in some cases, none. 

Consumers are not the only victims of E-commerce fraud -- merchants and industries are often 

targeted by fraudsters. This frauds happen in both card-present and card-not-present merchants, but 

tend to occur more frequently in the latter. The major types of attacks are identity theft and account 

takeover, with other methods such as clean fraud, triangulation fraud, affiliate fraud, and merchant 

identity fraud. Identity theft often targets the retailers as victims as they are the ones who normally pay 

for transactions. Fraudsters get access to victims’ credit-card data and copy it as it’s transferred online. 

Chargeback fraud is one of the most widespread subtypes: in 2016, E-commerce industries lost an 

estimated $6.7 billion of their revenue due chargebacks. In the case of account takeover, fraudsters gain 

control over an account, act like real customers, and complete unauthorized transaction. 

Public attention on E-commerce frauds on social media are increasing. For example, it has been 

reported that in late 2019, the Indian government put E-commerces on social media into consideration 

when drafting their consumer protection rules.  

Investment fraud 

Due to its easy access, social media allows fraudsters to contact many different people with a low 

cost. The potential of anonymity and the fraudsters’ abilities to create seemingly legitimate websites 

entice viewers to invest without doubt. Investment fraud is prevalent today on modern social media 

platforms. For instance, by February 2019, victims in the United Kingdom in their 20s were promised high 

returns within 24 hours on instagram, but the fraudsters demand fees and disappeared, causing each 

victim to lose an average of 8,900 pounds. As such, fraudsters first lure their targeted victims often by 

using professional-looking images, promised free research reports, special discounts, and stock tips. As 

victims start to transfer money, fraudsters encourage them to invest more with other appealing promises, 
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then close their accounts and disappear. Instagram is found to have more than two million public posts 

that push these frauds. Common characteristics of fraudulent cases include: promises of high returns 

with no risk, offshore operations, E-currency sites, offering bonuses if friends are recruited, and 

professional websites with little or no information. 

Imposter fraud 

The primary goal of fraudsters attempting this method is acquiring the victim’s personal 

information or money. Fraudsters participating in imposter fraud use false identities disguise themselves 

as the victim’s acquaintance, someone who is somewhat related, or a brand that has the victim’s trust. 

Then they deceive the victims to provide information to them. The 2018 annual report of the Federal 

Trade Commission (FTC) revealed that imposter frauds topped the list of most commonly reported 

consumer fraud. Of the 535,417 reported imposter fraud attempts that year, those involving phony IRS or 

Social Security agents made up about a half. The most talked about imposter frauds in the US and UK 

are catfish and romance scams. 

Catfish fraud 

By catfishing, fraudsters create fake identities and take time to build close online 

relationships and trust with victims, then ask victims for their personal information or money. 

Catfishing, impersonating another person, is not considered illegal on its own, but different laws 

are employed for different circumstances. For example, if the victim handed over money, then it is 

prosecuted for fraud. In addition to physical loss, many victims experience severe emotional loss 

due to betrayal from whom they trusted. 

Romance fraud 

In 2018, the FTC received reports of 21 thousand romance fraud with a total reported loss 

of $143 million, up from 8.5 thousand in 2015. Romance fraud is similar to catfishing in the way it 

builds up fake relationships, but as its name suggests, it builds romantic relationships in 

particular. Romantic frauds occur not only on dating applications but also on other social media 

platforms that are not typically used for that purpose: for example, some victims reveal that the 

fraudulent relationship started with a facebook message. Common characteristics of romance 

fraud include the following: asking to leave the dating site and converse on personal platforms, 

fast to claim love, asking for money without physically meeting, etc. Just like catfish fraud, 

romance fraud causes emotional loss to many victims. 

Sustainable Development Goals 16 
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Sustainable Development Goals (SDGs) are currently the UN and member states’ main focus for 

years 2016-2030, following the termination of Millenium Development Goals (MDGs) of 2000-2015. SDG 

has 17 divisions, each with different concentrations on global issues, and 169 targets. The goal of 

solving the issue regarding the fraudulent use of social media is part of the 16th goal, which seeks to 

provide access to justice for all, as the 4th target that promotes the reduction of illicit financial flows and 

combat all sorts of organized crime. 

 

Key Issues 

The two cases below do not particularly belong to the categories of major social media fraud 

explained above. However, both are examples of fraudulent uses of social media, each to exploit and 

divide.  

Sudan meal project 

It was shortly after the Sudan massacre of June 3rd, 2019 that the incident took place on 

instagram on the week of June 10th, 2019. An account named “sudanmealproject” with a solid blue 

profile picture claimed to donate 100,000 meals to Sudanese civilians, and had a single post in the same 

blue background that said: 

“For every person who follows and shares this on their story 

we will provide one meal to starving Sudanese children” 

 

Caption 2: The sudanmealproject account 
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The account nearly owned 400 thousand followers in less than a week, and almost reached 900 

thousand followers at its peak shortly after its creation. Influencers and celebrities such as Ayesha Omar 

and Christi Lukasiak liked the post. As the account rapidly grew, copycat versions of the account, such 

as “sudan.mealproject” and “sudanmeal_project_” started to appear on instagram. While the original 

account and many of these versions soley stated that they will provide meals as other users share their 

posts, some included links that redirect to a payment page. 

 

Caption 3: A copycat account that included a paypal link on its profile for other users to pay 

As time passed, people started to question the legitimacy of the account’s plan with no proof and 

the extremely low feasibility of physically sending meals to Sudan. The account initially responded by 

saying that they did not expect the account to grow so fast, and that they are finding a new way to 

donate as their personal funds are not enough. However, the account later deleted its posts and 

changed its name to “sudanplan,” and was eventually deleted by instagram for violating its policies. By 

the time it was deleted, the account had about 300 thousand followers.  

Many people are assuming that the account was attempting to build popularity, which would later 

be used to cash in on advertisements or other potentially lucrative activities. Among the copycat or 

related accounts that have not been deleted, several accounts have turned into totally different accounts. 

Russia during the 2016 election in the US 

During the 2016 election in the United States, a Russian company named the Internet Research 

Agency (IRA) that was backed by the Russian government used social media in order to inflame 

relations among Americans by spreading fake news and highlighting vulnerable racial and social 

divisions. The selective firm was bankrolled by Yevgeny Prigozhin, a Russian oligarch who is a close ally 
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of president Putin. One of the members who participated in the trolling activity revealed that it had 

several components, including a “Russian desk” and a “foreign desk.” According to the stated member, 

the purpose of trolling was, instead of turning Americans to Russia, setting Americans against their own 

government and to provoke unrest and discontent within the country, further lowering Obama’s support 

ratings. The Russian desk operated bots used fake social media accounts to flood the internet with 

pro-Trump messages and made-up news. The foreign desk, on the other hand, were restricted from 

spreading pro-Russia propaganda. Rather, they were assigned more qualitative jobs that required 

understandings on the nuances of American politics to deal with highly divisive issues such as gun 

control and LGBT rights.  

The so-called “troll farm” also had a Facebook desk which was used to push back against the 

platform’s administrators who deleted their fake accounts. Facebook, which turned over more than 3,000 

Russian-bought advertisements, is now at the center of congressional, and FBI investigations are 

examining to what extent Russia used social media to impact the American political opinion. According to 

a publication from Columbia University, such propaganda could have been shared billions of times on 

Facebook alone. RBC’s investigation found that in total, on Facebook, Instagram, and Twitter as a 

whole, the propaganda network could have reached 30 million people a week. In addition to spreading 

propaganda, Russian Facebook accounts organized events, rallies, and protests, to which they hired 100 

American activists over the internet who didn’t know that they were working for a Russian organization, in 

order to hold 40 rallies across different US cities. 

The Russian company’s attempt extended to other social media platforms. Twitter claims that 

they have removed more than 50,000 Russia-linked accounts regarding the 2016 election, and that their 

posts had reached at least 677,775 Americans. US lawmakers sharply criticized Facebook and Twitter 

for failing to prevent a torrent of propaganda and disinformation related to American politics during the 

2016 campaign. On Instagram, IRA created only 133 accounts but attracted more than 100,000 

followers. Tumblr revealed and later deleted 84 Russia-linked accounts that were used to spread 

disinformation during the period. 
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Picture 4: An example of advertisements IRA spread on social media 

 

 

Major Parties Involved and Their Views 

There are numerous frauds taking place online, and no country is absolutely safe from those, 

small to big. The following two countries have been accused of having involved social media fraudulently 

in political issues. 

China 

It is reported that China used various social media platforms, such as Facebook, Twitter, and 

Youtube, to spread disinformation about the Hong Kong protests. In August 2019, Facebook and Twitter 

announced their plans on taking action on coordinative attempts from the Chinese government or other 

associated organizations to manipulate information on the massive protests, and Google soon revealed 

that they have found similar attempts on Youtube. In response, Youtube disabled 210 channels that 

behaved in such a way, Twitter uncovered more than 900 accounts that were explicitly attempting to 

create discord and 200 thousand accounts that contributed in a broader spam campaign.  

It is reasonably inferred that China’s effort was directed towards undermining support for the 

protests and portraying the protesters as violent, extreme, and dangerous for users in Hong Kong and 

abroad. Although this was the first reported time China was accused of such actions, China’s potential 

for cyberthreats has long been suspected, as a 2019 US government report, Worldwide Threat 

Assessment of the US Intelligence Community, revealed. 
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Myanmar 

Similar to China’s case, Myanmar has been using social media on the issue regarding the 

Rohingya crisis for the purpose of inciting hatred against Rohingya. Facebook is the dominant platform in 

Myanmar that Facebook is sometimes considered as the internet, and the government of Myanmar has 

also been actively using Facebook, such as posting the president’s resignation on March 2018 on 

Facebook first of all. On Facebook, Rohingyas had been defamed by citizens in Myanmar as dogs, 

maggots, and rapists who deserve to be killed and destroyed. Not only the citizens but personnels from 

the authority, such as military, were also involved in the action through exploiting the popularity of 

Facebook in Myanmar and starting a propaganda movement against Rohingyas.  

Federal Trade Commission (FTC) 

Created in 1914, FTC is a bipartisan federal agency in the US that works to protect consumers in 

the country by developing policy and research, preventing inappropriate business practices, and 

promoting competition among companies. FTC’s work is performed by the Bureaus of Consumer 

Protection, Competition, and Economy, and their work is aided by the Office of General Counsel and 

seven regional offices. FTC is in charge of hearing from consumers through accepting consumer 

complaints and reports on identity theft, which frequently take place on social media. They also release 

up-to-date reports and alerts about issues concerning frauds and scams. 

 

Timeline of Relevant Resolutions, Treaties and Events 

Date Description of event 

1997 The creation of the first recognizable social media platform, Six Degrees 

October 31, 2003 The creation of United Nations Convention against Corruption 

December 14, 2005 United Nations Convention against Corruption came into force 

September 2015 
The establishment of the 2030 Agenda for Sustainable Development Goals 

(SDG) 

January 1st, 2016 The 2030 Agenda officially came into force 

October 2018 The approval of UNDP Policy against Fraud and other Corrupt Practices 
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Relevant UN Treaties and Events 

● United Nations Convention Against Corruption (A/58/422) 

● UNDP Anti-Fraud Policy 

 

Evaluation of Previous Attempts to Resolve the Issue 

Legal actions taken by social media companies 

There were several times when social media platforms took legal actions in order to protect their 

users and secure their reputation. For instance, in 2019, Facebook reported two developers, Hong-Kong 

based LionMobi and Singapore-based JediMobi, for using click injection, a fraudulent technique in which 

a system is built to stimulate advertisement clicks and present them as actual engagement. Social media 

platforms like Facebook and Instagram have launched legal actions against other fraudulent activities as 

well, such as selling fake followers and likes. While these actions are meant to reveal the companies’ 

consideration on the matter of user protection, vulnerability of these platforms are also known to be 

highlighted for some users.  

 

Possible Solutions  

Raising awareness 

Although social media frauds are advancing over time, similarities among them exist, as 

mentioned several times above. Noting the fact that fraudsters typically have target age, gender, or 

ethnic groups which they believe they could profit the most, delivering relevant information to citizens in 

each group may facilitate the citizens to detect fraudulent uses of social media, which would directly 

reduce damage caused by frauds. Newly-found types of frauds may be actively reported and notified to 

prevent possible damages as well. 

Technological development 

With frauds frequently happening online, one of the main obstacles in solving this issue today is 

the rapid technological development of fraudsters. Protection systems such as anti-malware software are 

developing in response, but the relationship with fraudulent technology is rather an arms race in terms of 

technological development. Providing stronger support on such developments would be an effective 

measure of protecting the citizens from such situations. 
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